
DATA PROCESSING AGREEMENT  
 

AGREEMENT DATED [insert date] 

BETWEEN: 

(1) SCHOOL NAME (“The controller"); and 

(2) [GO 4 Schools/Hyperspheric Solutions Ltd], having its registered office at Compass House, Vision Park, Chivers Way, 
Histon CB24 9AD] (the "Processor"). 

BACKGROUND 

(A) This Agreement is to ensure there is in place proper arrangements relating to personal data passed from the Controller 
to the Processor.  

(B) This Agreement is compliant with the requirements of Article 28 of the General Data Protection Regulation.  

(C) The parties wish to record their commitments under this Agreement. 

 

IT IS AGREED AS FOLLOWS:  

1. DEFINITIONS AND INTERPRETATION 

In this Agreement: 

"Data Protection Laws" means the Data Protection Act 1998, together with successor legislation incorporating GDPR; 

"Data" means personal data passed under this Agreement, being in particular [describe personal data being passed];  

“GDPR” means the General Data Protection Regulation; 

"Services" means [describe the services provided by the Processor to the Controller]. 

2. DATA PROCESSING 

the Controller is the data controller for the Data and the Processor is the data processor for the Data. The Data Processor 
agrees to process the Data only in accordance with Data Protection Laws and in particular on the following conditions: 

a. the Processor shall only process the Data (i) on the written instructions from the Controller (ii) only process the 
Data for completing the Services and (iii) only process the Data in the UK with no transfer of the Data outside of 
the UK (Article 28, para 3(a) GDPR); 

b. ensure that all employees and other representatives accessing the Data are (i) aware of the terms of this 
Agreement and (ii) have received comprehensive training on Data Protection Laws and related good practice, and 
(iii) are bound by a commitment of confidentiality (Article 28, para 3(b) GDPR); 

c. the Controller and the Processor have agreed to implement appropriate technical and organisational measures to 
ensure a level of security appropriate to the risk, complying with Article 32 of GDPR, details of those measures are 
set out under Part A of the Annex to this Agreement (Article 28, para 3(c) GDPR); 

d. the Processor shall not involve any third party in the processing of the Data without the consent of the Controller. 
Such consent may be withheld without reason. If consent is given a further processing agreement will be required 
(Article 28, para 3(d) GDPR);  

e. taking into account the nature of the processing, assist the Controller by appropriate technical and organisational 
measures, in so far as this is possible, for the fulfilment of the Controller’ obligation to respond to requests from 
individuals exercising their rights laid down in Chapter III of GDPR – rights to erasure, rectification, access, 



restriction, portability, object and right not to be subject to automated decision making etc (Article 28, para 3(e) 
GDPR);  

f. assist the Controller in ensuring compliance with the obligations pursuant to Articles 32 to 36 of GDPR – security, 
notification of data breaches, communication of data breaches to individuals, data protection impact assessments 
and when necessary consultation with the ICO etc, taking into account the nature of processing and the 
information available to the Processor (Article 28, para 3(f) GDPR); 

g. at the Controller’ choice safely delete or return the Data at any time. [It has been agreed that the Processor will in 
any event securely delete the Data at the end of the Services]. Where the Processor is to delete the Data, deletion 
shall include destruction of all existing copies unless otherwise a legal requirement to retain the Data. Where there 
is a legal requirement the Processor will prior to entering into this Agreement confirm such an obligation in writing 
to the Controller. Upon request by the Controller the Processor shall provide certification of destruction of all Data 
(Article 28, para 3(g) GDPR);  

h. make immediately available to the Controller all information necessary to demonstrate compliance with the 
obligations laid down under this Agreement and allow for and contribute to any audits, inspections or other 
verification exercises required by the Controller from time to time (Article 28, para 3(h) GDPR); 

i. arrangements relating to the secure transfer of the Data from the Controller to the Processor and the safe keeping 
of the Data by the Processor are detailed under Part A of the Annex. 

j. maintain the integrity of the Data, without alteration, ensuring that the Data can be separated from any other 
information created; and 

k. at the earliest opportunity contact the Controller if there is any personal data breach or incident where the Data 
may have been compromised. 

3. Termination 

the Controller may immediately terminate this Agreement on written notice to the Processor. The Processor may not 
terminate this Agreement without the written consent of the Controller. 

4. General 

a. This Agreement may only be varied with the written consent of both parties. 

b. For the purposes of this Agreement the representatives of each party are detailed under Part B of the Annex. 

c. This Agreement represents the entire understanding of the parties relating to necessary legal protections arising 
out of their data controller/processor relationship under Data Protection Laws. 

d. This Agreement is subject to English law and the exclusive jurisdiction of the English Courts. 

 

For and on behalf of The Controller   For and on behalf of GO 4 Schools/Hyperspheric Solutions Ltd 

 

 

…………………………………………  …………………………………………….. 

Name:       Name:  Jonathan Brenchley 
Job title:      Job title: Managing Director 
 

  



 
ANNEX 

Part A: Compliance with Article 32, para 1 of GDPR 

1. Consideration of anonymisation, pseudonymisation and encryption.  

Data is not anonymised or psudeonymised within GO 4 Schools as it needs to be displayed to the staff members, 
students and parents with the student names intact. All data is encrypted when it is “in transit” or when held in an 
archive for backup purposes. With the exception of passwords, data is not encrypted in the main GO 4 Schools 
database as 1) appropriate measures have been taken to prevent unauthorised access, 2) it would have a detrimental 
impact on system performance. 

2. The ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing systems and related 
services. 

Ongoing confidentiality: All information transferred from the GO 4 Schools system is encrypted using strong encryption 
(SHA 256 encryption with 2048-bit RSA signing for web traffic and AES 256-bit encryption for data backup), which 
prevents ‘eavesdropping’. Web browsers used to access data automatically warn the user if confidentiality is 
compromised. 

Links between student data in GO 4 Schools and specific student/parent user accounts must be setup in GO 4 Schools 
before a student or parent can access that data. The links between student accounts and student data is controlled by 
the upload of a CSV ‘mapping file’ by the Controller; for parental links to student data, the linkages are drawn from the 
Controller’s MIS. The Controller also has control over the provisioning/deprovisioning of staff user accounts. 

Ongoing integrity: When incoming Controller’s data is merged with their existing data, the update is performed as a 
single ‘atomic’ success/fail database operation (transaction) with integrity checks performed within the main GO 4 
Schools database. 

Ongoing availability: GO 4 Schools has worked to ensure there is no single point of failure in the system by ‘doubling 
up’ on equipment. For example, there are two web servers, two database servers, two file storage servers, two 
connections to the Internet, etc.  

Ongoing resilience: The IT equipment used to provide the GO 4 Schools service uses built-in monitoring software to 
report warning and failures so that remedial action can be taken to restore full resilience. 

3. The ability to restore the availability and access to personal data in a timely manner in the event of a physical or 
technical incident. 

The database, files uploaded by the Controller (such as homework resources), plus server configuration information, is 
backed up Amazon’s data centre in Ireland for safe storage in the event of a disaster at the data centre in Cambridge 
that is used by GO 4 Schools. We have ‘fallback’ servers in our office that can be used to run GO 4 Schools in the event 
of a disaster at the data centre, although it would take up to 48 hours to restore a full service due to the need to 
restore a database backup, reconfigure DNS settings, etc. 

4. A process for regularly testing, assessing and evaluating the effectiveness of the technical and organisational measures 
for ensuring the security of the processing.  

Confidentiality: The validity of credentials used to access the Controller’s data and the certificates used to encrypt data 
before it is transferred are checked before any data can be extracted and transferred from the Controller to the 
Processor. This typically happens multiple times per day. Issues related to certificates will be apparent via web browser 
warnings and issues related to credentials will be apparent by the receipt of emails warning of issues extracting data. 

Disaster recovery: The Processor performs a ‘test restore’ of the previous day’s database backup every day to ensure 
the data backup/restore process is reliable. 

Security: The servers used to process the Controller’s data are configured to report their need for security patches on a 
weekly basis. Unless critical, security patches are applied monthly. Critical patches are applied within 7 days. 

Antivirus/malware: The Processor’s IT equipment is protected by industry-standard antivirus/malware software which 
automatically updates antivirus definitions on the equipment and continuously monitors the equipment. Warning 
about out-of-date definitions or suspect files are communicated to the Processor via email. 



Resilience: The IT equipment used to provide the GO 4 Schools service uses built-in monitoring software to report 
equipment warnings and failures so that remedial action can be taken to restore full resilience. 

Other: Staff are trained in the Data Privacy responsibilities as part of their induction and ongoing CPD, and when staff 
leave the Processor’s employment, their user accounts are disabled immediately. 

Compliance with Article 32, para 2 of GDPR 

5. In assessing the appropriate level of security account shall be taken in particular of the risks that are presented by 
processing, in particular from accidental or unlawful destruction, loss, alteration, unauthorised disclosure of or access 
to data transmitted, stored or otherwise processed. 

Data transfer from Controller to Processor:  

If the Controller is using Capita SIMS, Facility CMIS or on-premises Bromcom as their Management Information System 
(MIS) they will use the “GO 4 Schools feed tool” to extract data from their MIS. This will automatically (usually daily) 
extract key data from the MIS (detailed below), exclude specific students, parents and data fields (as configured by the 
Controller) and will then compress, encrypt and digitally sign it (with the Controller’s private key) before sending the 
data via SMTP or http to the Processor’s Microsoft Office 365 Mail Storage. (The encryption uses SHA 256 encryption 
with 2048-bit RSA signing for high security.) From there it is uploaded to our web servers for processing where the 
digital signature is checked first and then, assuming the signature is OK, the data is decrypted using the GO 4 Schools 
private key and is then decompressed and merged with The Controllers’ existing data. 
No data can be extracted from the MIS unless the school has configured the feed tool with suitable MIS credentials (or 
has provided them to the Processor to configure the feed tool on the Controller’s behalf).The feed tool deletes 
extracted data once it has been compressed, encrypted and signed, so no sensitive data is left “on disk”. 

If the Controller is using a cloud-based MIS (such as Progresso ISAMS or PupilAsset) the Processor will extract data using 
the API provided by that MIS. This extraction is carried out over https for security. The API endpoints used by the 
Processor for each MIS are detailed below. The Controller should check the MIS provider’s documentation for details of 
the data available via each endpoint. The processor discards all data that is available via an endpoint but is not required 
by GO 4 Schools. This automatic (usually daily) process extracts key data from the MIS and will then compress, encrypt 
and digitally sign it (with the Controller’s private key) before sending the data via SMTP or http to the Processor’s 
Microsoft Office Mail Storage. From there it is uploaded to our web servers for processing where the digital signature is 
checked first and then, assuming the signature is OK, the data is decrypted using the GO 4 Schools private key and is 
then decompressed and merged with The Controllers’ existing data. 
No data can be extracted from the MIS unless the school has configured granted the Processor with access and valid 
credentials.  

When the incoming Controller’s data is merged with their existing data, the update is performed as a single success/fail 
database operation (transaction) with integrity checks performed within the main GO 4 Schools database. 

Whilst in the Processor’s possession, the Controller’s data is stored on servers that are: 
* behind packet-filtering Internet firewalls 
* kept updated with the latest security patches 
* protected by up-to-date antivirus/antimalware software 
* protected by strong passwords 
* protected by Multi-Factor-Authentication for out-of-office access 
 
For troubleshooting purposes, during a current subscription, a 10-month daily archive of the compressed, encrypted 
and signed extracted data is retained in the Processor’s Microsoft Office 365 Mail Storage. 

For troubleshooting purposes, a 6-month daily encrypted backup of the main GO 4 Schools database is held in 
Amazon’s S3 network in Ireland. A 6-month archive of the Controller’s uploaded files (such as homework resources) is 
also held in the same S3 network. Access to the data held on the Amazon S3 network is protected by a strong password 
and IP address restrictions. 

For troubleshooting purposes, a 1-month daily encrypted backup of the main GO 4 Schools database is held at our 
office in Cambridge. Access to our office network is secured with a requirement for strong passwords, and access to it 
from outside the office requires the use of multi-factor authentication. 

As part of their induction process and ongoing CPD, our staff are trained in their responsibilities with respect to data 
Security and GDPR. 



Data transfer from Processor to Controller:  

Where data is transferred back to the Controller, it is always encrypted using strong encryption (SHA 256 encryption 
with 2048-bit RSA signing) over https.  

Compliance with Article 32, para 3 of GDPR 

6. Adherence to an approved code of conduct referred to in Article 40 (GDPR) or an approved certification mechanism as 
referred to in Article 42 (GDPR) may be used as an element by which to demonstrate compliance with the requirements 
set out in para 1 of GDPR – see above.  

Not as yet. We are not aware of any such codes. However: 

 The Controller is expected to have a Lawful basis for holding data and for transferring it to the Processor to 
facilitate delivery of their public duty. 

 The Processor has a legitimate business reasons to process the data on the controller’s behalf. 

Compliance with Article 32, para 4 of GDPR 

7. The Processor to ensure that anyone acting on their behalf does not process any of the Data unless following 
instructions from the Controller unless they are required to do so under English law. 

The only subprocessors used by the Processor are 3rd party IT systems for the storage of (strongly encrypted) 
information. The subprocessors do not have access to the decryption keys so can not access the data. The storage 
facilities currently used are: Microsoft’s Office 365 data centres in the European Economic Area and Amazon’s S3 
Storage Services in the Republic of Ireland. 

 

Part B: Representatives 

the Controller Representative shall be XXXXXXX or such other person as shall be notified by the Controller  

The Processor Representative shall be [insert details] or such other person as shall be notified by the Processor [insert details]. 

 

 

Part C: Student, Parent and Staff data sent to GO 4 Schools 

The data extractable from the school systems varies depending on the Management Information System (MIS) used 
by the school.  Please refer to Appendix G in our Terms and Conditions. 


